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(b) Each bureau shall notify the De-
partmental Privacy Act Officer
promptly of any modifications or
amendments which are required in the
then-current notice describing a sys-
tem of records for which it is respon-
sible.

(c) A bureau desiring to establish a
new system of records or a new use for
an existing system of records shall no-
tify the Departmental Privacy Act Of-
ficer, no fewer than ninety (90) cal-
endar days in advance.

[48 FR 56583, Dec. 22, 1983]

§2.51 Assuring integrity of records.

(a) Statutory requirement. The Privacy
Act requires that records subject to the
Act be maintained with appropriate ad-
ministrative, technical and physical
safeguards to insure the security and
confidentiality of records and to pro-
tect against any anticipated threats or
hazards to their security or integrity
which could result in substantial harm,
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C.
552a(e)(10).

(b) Records maintained in manual form.
When maintained in manual form,
records subject to the Privacy Act
shall be maintained in a manner com-
mensurate with the sensitivity of the
information contained in the system of
records. The following minimum safe-
guards, or safeguards affording com-
parable protection, are applicable to
Privacy Act systems of records con-
taining sensitive information:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
stating that access to the records is
limited to authorized persons. The
warning also shall summarize the re-
quirements of §2.52 and state that the
Privacy Act contains a criminal pen-
alty for the unauthorized disclosure of
records to which it applies.

(2) During working hours, (i) the area
in which the records are maintained or
regularly used shall be occupied by au-
thorized personnel or (ii) access to the
records shall be restricted by their
storage in locked metal file cabinets or
a locked room.

(3) During non-working hours, access
to the records shall be restricted by

31

§2.52

their storage in locked metal file cabi-
nets or a locked room.

(4) Where a locked room is the meth-
od of security provided for a system,
the bureau responsible for the system
shall supplement that security by (i)
providing lockable file cabinets or con-
tainers for the records or (ii) changing
the lock or locks for the room so that
they may not be opened with a master
key. For the purposes of this para-
graph, a master key is a key which
may be used to open rooms other than
the room containing records subject to
the Privacy Act, unless those rooms
are utilized by officials or employees
authorized to have access to the
records subject to the Privacy Act.

(c) Records maintained in computerized
form. When maintained in computer-
ized form, records subject to the Pri-
vacy Act shall be maintained, at a min-
imum, subject to safeguards based on
those recommended in the National
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974” (May
30, 1975), and any supplements thereto,
which are adequate and appropriate to
assuring the integrity of records in the
system.

(d) Office of Personnel Management
personnel records. A system of records
made up of Office of Personnel Manage-
ment personnel records shall be main-
tained under the security requirements
set out in 5 CFR 293.106 and 293.107.

(e) Bureau responsibility. (1) The bu-
reau responsible for a system of records
shall be responsible for assuring that
specific procedures are developed to as-
sure that the records in the system are
maintained with security meeting the
requirements of the Act and this sec-
tion.

(2) These procedures shall be in writ-
ing and shall be posted or otherwise pe-
riodically brought to the attention of
employees working with the records
contained in the system.

[40 FR 44505, Sept. 26, 1975, as amended at 48
FR 565683, Dec. 22, 1983]

§2.52 Conduct of employees.

(a) Handling of records subject to the
Act. Employees whose duties require
handling of records subject to the Pri-
vacy Act shall, at all times, take care
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